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Ekran System® is licensed based on the number of endpoints and is o�ered in Standard and Enterprise Editions.

The Enterprise Edition includes several enterprise-grade maintenance and integration features.

Licensing

Get more with enterprise-grade privileged access 
management (PAM) software

Fast incident response time with a visually 
structured evidence trail

Lightweight software agent and highly optimized 
data storage formats

Quick installation and con�guration (less than 
20 minutes)

AI-based compromised account detection

A comprehensive set of Ekran System PAM features

Privileged Access and Session Management 
via a Jump Box 

Ekran System® helps you to ensure secure remote access 

to critical endpoints by managing RDP sessions initiated 

on your jump servers; secure access to Linux/Unix and 

Windows endpoints; automatically generate, encrypt, and 

manage the credentials of privileged users; control the 

time for which access is granted.

Multi-Factor Authentication 

Ekran System’s multi-factor authentication tool enhances 
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credentials and time-based one-time passwords. Ekran 

System’s multi-factor authentication tool is universal and 

cross-platform. You can use our solution for both Linux 

servers and Windows servers as well as on Android and 

IOS devices.

Password Management 

Forget about having to deploy extra password 

management software. Ekran System includes a 

password management solution with all the capabilities 

you need to properly handle and protect your secrets: 

role-based access control, military-grade data encryption, 

SSH key management, role-based access control, an 

Application Credential Broker and integration with a 

hardware security module

Continuously Monitor All Privileged Accounts 

Monitoring is an essential part of privileged account 

management. With Ekran System, you can continuously 

monitor, record, and audit all privileged sessions on 

endpoints. In addition, Ekran System can automatically 

generate a large set of user activity reports, allowing you 

to get a close-up view of every user action and analyze 

overall user activity.

Access Request and Approval Workflow 

Minimize cybersecurity risks and control the number of 

simultaneously active accounts with Ekran System’s PAM 

capabilities. Monitor, record, and manage user activity in 

all sessions started under temporary credentials.

Real-Time Alerts and Incident Response 

Ekran System® provides an actionable alert system to 

enable quick incident response. User action alerts are 

fully customizable. For each alert, you can optionally 

assign an automated incident response action that will be 
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warning message to the user, kill an application, or block 

the user.


